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1. The Foundation for Information Policy Research (FIPR) is the leading

think tank for Internet policy in Britain. It studies the interaction

between IT, Government, business and civil society. It researches policy

implications and alternatives, and promotes better understanding and

dialogue between business, Government and NGOs across Europe.

2. The two authors of this report are Ross Anderson and Nicholas Bohm.

Ross Anderson is Professor of Security Engineering at Cambridge Uni-

versity, and the author of many of the most important and widely-cited

publications on the security of automatic teller machines and electronic

funds transfer systems – a selection of which are cited in the appendix.

Nicholas Bohm is a retired solicitor, a member of the Law Society’s

Electronic Law Committee, and an author of a study of liability assign-

ment in electronic banking systems, which is also cited in the appendix.

3. The dispute resolution procedure offered by the Financial Ombudsman

Service is quite unsatisfactory. In this we are not referring to the cos-

metic aspects of the service, but to the quality of justice that it delivers.

As an example of unacceptably poor decision-making, we present in Ap-

1



pendix B a bundle of documents relating to a complaint made against

Barclays Bank by Donald and Hazel Reddell of Peterborough, which

is included with their permission. This is just a sample of a type of

complaint that is very common; one of us (Anderson) receives a regular

stream of such complaints from cardholders who have complained about

fraudulent transaction and been told, by their card issuer and then by

the ombudsman, that as the bank’s systems are secure, they must be

responsible for the transaction. There have been numerous TV and ra-

dio programs and press articles about this problem, going back over 15

years now. The programmes include ‘Tonight with Trevor MacDonald’

(twice) and ‘Watchdog’. In these programmes, many credible witnesses

have claimed to have been victims of fraud, for which bank spokesmen

disclaimed all liability; the banks’ explanations have been criticised as

false and misleading by many experts including the two authors. In

fact the Reddells contacted Trevor MacDonald after his first show and

appeared on his second; they have still not received compensation from

Barclays Bank.

4. In the Reddell case, we note first that a pattern of fraud was reported

in the press. A very typical cause of fraud clusters is that a criminal

has attached a skimmer to a cash machine – a device that copies the

card magnetic strip as it’s inserted, and also contains a pinhole camera

to capture the PIN. A magnetic-strip copy of the card is then made and

used. Skimmers are advertised for sale online for $500 and incidents of
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their use are widely reported.

5. We note also that in most U.S. states, security-breach disclosure laws

compel a bank on whose ATM a skimmer has been discovered to write

to all the cardholders that have used the machine alerting them to the

possibility of fraud and advising that they check their bank statements.

FIPR has on several occasions called for such a law. The House of Lords

Science and Technology Committee’s inquiry into Personal Internet

Security recommended that the UK government introduce such a law,

and the European Commission has a similar plan. However, at present,

the government has refused, and our suggestion to APACS that banks

notify affected customers anyway brought the (incorrect) reply that it

would not be feasible.

6. The Reddells claim that they only used the card in an ATM once –

and that was in a Barclays machine in Peterborough to change the

PIN after the card was received. At all other material times the card

was kept in a safe at their home, for use only in emergencies.

7. They got a bank statement in February and found transactions they

did not recognise, totalling £3K, made at nearby cash machines and

exhausting their credit. They complained but were told that the card

must have been used: see letter from Mr A Liversage, Mar 14 2006 and

letter from D Holland, May 30 2006. (We will return later to discuss

the arguments in the Holland letter in particular.)
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8. In such cases it is common for banks to produce a record that claims

the transaction was ‘chip read’, or words to that effect. They claim

that as a result the card was not a magnetic-strip copy and accordingly

the customer must have made the transaction or colluded in it.

9. We do not believe this. First, it is indeed possible to copy card data

to a chip card. What appears to be the most common way of doing

this, the so-called ‘yes card’, will accept a copy of data from a stolen

card and will do a transaction with any PIN. This can be detected if

the ATM or terminal at which the transaction is performed is online

to the card-issuing bank, but not usually otherwise.

10. In order to understand why, we will briefly describe the different levels

of authentication available to a bank to determine whether an incoming

transaction is from a genuine card.

(a) the magnetic strip on a bank card has had, since about 1989, a

card verification value or CVV – a three digit security code similar

to (but different in value from) the security code on the signature

strip. If the correct CVV is presented, then either the card is

genuine, or it’s a copy made by someone who had access to the

data from the strip (or chip) of the genuine card.

(b) the chip has a ‘Signed Static Application Data’ certificate, or

SSAD certificate, which contains the magnetic strip data, plus

a digital signature from the issuing bank. If the correct SSAD
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certificate is also presented, then either the card is genuine, or it’s

a copy (such as a yes card) made by someone who had access to

the data from the chip of the genuine card.

(c) the card chip contains a secret key with which it computes a trans-

action certificate (a message authentication code computed on the

transaction details). The secret key is not available to a yes card.

Thus if the correct transaction certificate is presented, then either

the card is genuine, or a high-tech attack is being used – perhaps

the transaction is being relayed from the genuine card, or a cor-

rupt employee at the bank has sold key material to criminals, or a

criminal gang has mastered the technology to extract secret keys

from stolen cards.

Although attacks of the third type have been demonstrated in the lab-

oratory, the attacks seen in the field in 2006 all appear to fall into the

first two categories. A customer card is copied either to the magnetic

strip, perhaps of a card with a dead chip so the ATM will do a trans-

action in magnetic-strip fallback mode, or to a yescard to fool a ‘chip

and PIN’ terminal authorised to accept transactions offline.

11. The principal diagnostic question to ask, therefore, is whether the dis-

puted transactions had (a) correct CVVs (b) correct SSAD certificates

(c) correct transaction certificates. If only the CVV was correct, then

the transaction could have been carried out with a magnetic strip clone;

5



and if only the SSAD certificate was correct, the transaction could have

been carried out with a yes card.

12. In a number of cases, civil and criminal, banks have in the first instance

offered as evidence simply a printout saying that a chip was read. But

this is not primary evidence. The primary evidence consists of the

transaction logs containing authentication data such as CVVs, SSAD

certificates and transaction certificates, plus subsidiary authentication

data (application request and response cryptograms), and any CCTV

footage that shows who actually made the disputed transactions. We

will discuss this further below.

13. We see in the ombudsman’s decision in the Reddell case the key finding

‘I am satisfied the card used to make the withdrawals was issued to –

and received by – you; this is evidenced by fact (sic) that the Firm’s

records show the card was Chip impregnated and read’. Quite apart

from the lack of proofreading and of accurate terminology, in this case

the adjudicator has been quite careless in accepting secondary evidence

that may have been misunderstood (or misrepresented) by the bank,

plus the bank’s assurances that its systems are secure. (It must also

be said that lack of care appears pervasive in FOS decisions.)

14. A record saying ‘chip read’ proves little. Indeed the ‘chip read’ flag

in the records of at least one bank, in a case dealt with by one of us,

appears to mean ‘either a CVV was verified or a SSAD certificate was
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read’. Thus, in that case, a magnetic strip card clone could have been

used.

15. In the case of some other banks, we understand that the ‘chip read’

flag could mean one of a number of things, none of which establishes

that a transaction certificate was correctly verified:

(a) The ATM had a chip reader fitted;

(b) The card’s magnetic strip indicated that a chip should be present;

(c) Electrical contact was made with the chip, even although a correct

certificate could not be read, and the device fell back to magnetic-

strip processing;

(d) The ATM service code said that a transaction was made using the

chip, regardless of whether the transaction certificate was correct

or not (the ATM cannot check this as the key used to compute the

certificate is available only to the card and the bank that issued

it).

16. As a result, a finder of fact who wishes to establish that the fraud was

either a result of collusion by the customer or caused by one of the more

sophisticated attacks referred to in section 10(c) above must check the

transaction certificate, which is the primary evidence, rather than rely

on a claim by the bank that the transaction was ‘chip read’.
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17. In other words, the ombudsman service has been accepting at face value

secondary and inaccurate evidence misrepresenting the true significance

of the underlying primary evidence. Its adjudicators also appear un-

able to distinguish clearly between the sophisticated attacks referred

to in section 10(c), and the very easy and common attacks described

in section 10(a) and 10(b).

18. The consequences of the doctrine that ‘bank systems are secure’ can be

severe. In case after case, ordinary people who come across as depend-

able witnesses claim that they did not make certain transactions. The

banks claim that they must have done, and the ombudsman routinely

backs the banks.

19. We would urge you to look closely and sceptically at whatever figures

the ombudsman offers you about the proportion of cases in which it

had found for the customer or the bank. A specific area of concern is

that very few of the bank customers who come to our attention, by

way of a complaint of last resort, are middle-class white male British

citizens. There appears to be some systematic bias in that unsuccess-

ful complainants seem disproportionately likely to be foreign, or ethnic

minority, or female, or (as in the Reddell’s case) working-class pension-

ers. We simply have no idea whether this arises out of bias among the

bank officials who are first responders in the call centres, among the

managers who review complaints, or in the ombudsman service. Now
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at section 3.10 of your consultation document, you raise the issue of

vulnerable consumers. If you could assure the public that the ombuds-

man treats all complainants equally badly, then that at least would

enable attention to be focussed elsewhere.

20. The Reddell case also nicely illustrates many other problems that arise

in other cases too. For example, the bank sent its debt collectors against

the Reddells before the ombudsman had made a final decision, as if the

outcome were a foregone conclusion; this is a feature of other cases and

other banks.

21. Second, the ombudsman routinely displays ignorance of technical de-

tail. The Reddell finding says ‘the cash machine searches the Chip for

the PIN, which is in encoded form’. This is untrue. According to the

SDA version of the EMV protocol that Barclays and other UK banks

were using at all relevant times, the chip stores the PIN in clear text,

the PIN is sent to it in clear by the terminal, and the card does the

comparison.

22. Third, the legal reasoning of the ombudsman service is defective. The

finding says ’So, in order to uphold your complaint, I must be suffi-

ciently persuaded that your version of events is more likely than the

Firm’s (not just as likely).’ But this is clearly wrong in law: the bank

seeks to debit the customer’s account, and it is elementary banking law

that if its authority to do so is disputed, the burden of proof is on the
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bank.

23. In this context, we would draw your attention to a speech made by the

Chief Ombudsman on 6 June 2001, which is available online at http:

//www.obo.org.uk/news/speech/chantrey-vellacott-dfk.htm, in

which he quotes Professor Richard Nobles asking ‘whether it is ap-

propriate for an official who is not a regulator to decide complaints

against private parties by reference to standards and remedies that

differ from those available in the courts. The resounding answer pro-

vided by the courts themselves is no’. To this the Chief Ombudsman

replies, ‘I hope that is too depressing a conclusion and that the judges

would appreciate that the benefits of operating as alternative dispute

resolvers should not be abandoned by straight-jacketing us into a court

or tribunal model’. He goes on to say in his summing-up, ‘We do not

have to pretend to “find” what the law is. We unashamedly make new

“law”.’ He also states ‘The ombudsmen are not bound by the doctrine

of precedent, but we do aim for consistency’.

24. His service’s decisions do at least seem to be consistently defective. We

would like to draw your attention to two further cases. The first is

documented online at http://www.lightbluetouchpaper.org/2007/

02/08/. (We can put you in touch with the customer in question

should you wish.) In that finding, the ombudsman simply states ‘Al-

though you question The Firm’s security systems, I consider that the
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audit trail provided is in a format utilised by several major banks and

therefore can be relied upon.’ This is astounding reasoning for a body

exercising a judicial function; are all witness statements true if they are

entered in the standard format police paperwork? It also confirms the

suspicion – that also arises from many other cases we’ve seen – that

the ombudsman’s adjudicators simply do not work with primary ma-

terial such as system logs (and would probably not understand them

anyway).

25. The second additional case is that of Lydia Truong, and the decision

in this case is included at Appendix C with her permission. This fol-

lows exactly the same pattern as the other two, and says ‘The bank

has confirmed that your card was a Chip and PIN card. This means

that on each occasion your card was used the cash machines read the

Chip, which was confirmed by the Firm’s audit trails.’ At that time,

the banks denied that UK ATMs would fall back to performing a mag-

netic strip transaction if the chip was unreadable; this has since been

admitted (since colleagues of ours performed the experiment and told

the press). Yet here we see the banks’ untruthful claim incorporated

uncritically into the ombudsman’s reasoning. The decision is also in-

ternally inconsistent as the adjudicator says that ‘there is inadequate

clear, conclusive evidence one way or the other’ but goes on to treat the

bank’s audit trails as conclusive and to accuse Ms Truong of conspiracy

to defraud.
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26. The incompetence (both technical and legal) of the ombudsman’s adju-

dicators can have even more serious consequences. In two cases known

to us directly, people have been prosecuted for attempted fraud af-

ter complaining of ‘phantom withdrawals’. The first such case, R v

Munden, was somewhat over a decade ago and is described in reference

2 of Appendix A; the second case is ongoing.

27. So, when conducting your detailed review, we suggest that you in-

vestigate first, whether the ombudsman’s adjudicators access primary

evidence such as the banks’ logs. If they were used to dealing with

primary material than we might expect them to write more convincing

decisions; if they don’t, then they are adjudicating cases by uncritically

accepting secondary evidence provided by one of the parties. For ex-

ample the Holland letter referred to in section 7 above is really pleading

rather then evidence, and avoids making any clear and testable claims

about whether a transaction certificate was verified.

28. We suggest you investigate next who trains the adjudicators, and how.

Are they trained by bank staff, or by independent experts? Or are

they simply unqualified staff who apply predetermined formulae to deal

with complaints? In that case, we believe that you should publish the

formulae that have been used up till now. We realise that the FOS is

(unfortunately) not covered by Freedom of Information legislation but

sunlight is still a good disinfectant.
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29. We would like also to bring to your attention the fact that such mat-

ters are handled much better in the USA, thanks to the decision in

Dorothy Judd v Citibank, 435 NYS, 2d series, pp 210–212. In that

case, Dorothy Judd claimed that she had not made a number of ATM

transactions; Citibank argued that its systems were secure and so she

must have done. The judge ruled that Citibank was wrong in law as its

argument placed an unmeetable burden or proof of the plaintiff. Judd

has since been reflected in Regulation E, as a result of which the burden

of proof in such cases in the USA lies on the bank – not only formally,

as in the UK, but effectively in practice. A bank wishing to contest

a customer’s dispute of an ATM transaction is normally expected to

provide a photo from the camera in the ATM. This saves U.S. bank

customers from the sort of trouble the Reddells experienced. We would

point out also that, in evidence before the House of Lords inquiry men-

tioned earlier, APACS claimed that defrauded customers do indeed get

their money back; their lordships recommended that this be given the

force of law, but the Government did not agree.

30. There do not seem to be any recent reported cases in the UK. This

is probably because the law is clear. The FOS is failing to give it

effect both because it does not understand it correctly – see paragraph

22 above – and because it is relying on unsatisfactory evidence and

on what it mistakenly believes to be its own expertise in the security

field. The FOS adjudicators need to be re-educated to understand
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what evidence they should be seeking, how to understand it, and how

to apply the burden of proof correctly. In doing so, the FOS would in

effect be challenging the banks’ assertions about the security of their

own systems. It may be expecting too much of a service funded by the

banks that it should take quite so independent a stance.

31. If internal reform isn’t feasible, then Parliament should empower com-

plainants to take their disputes directly to the courts. The main hurdle

at present is of course the UK costs regime. If we moved to the U.S.

rules whereby each party pays its own costs (or even to the German

system whereby the amount that a bank could recoup from a customer

is limited), then the courts could sort out these issues, as they have in-

deed done in America. This need not mean an avalanche of litigation;

it would take only one or two precedents, such as Judd, to correct the

behaviour of the industry. And as the large financial groups all operate

happily and profitably in the USA, they cannot plausibly claim that

such a regime would be intolerable.

32. We observe in passing that the limited protection from some costs af-

forded by the use of the small claims track is insufficient to meet the

need. Even where the relevant financial limit applies, the protection de-

pends on discretionary allocation of a case to the relevant track, upon

which the litigant cannot rely; and it allows witness expenses to be

claimed, which in specialist cases might seem likely to be so large as to
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deter impecunious litigants.

33. However, the present system is not sustainable. The decisions of the

Financial Ombudsman Service are an affront to reason and justice.

Ross Anderson

Nicholas Bohm

January 15th 2008
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Appendix A

Ross Anderson is Professor of Security Engineering at Cambridge Uni-

versity. Security engineering is the art and science of building systems that

remain dependable in the face of malice, error and mischance. He is the

author of the textbook ‘Security Engineering – A Guide to Building De-

pendable Distributed Systems’ and over a hundred research papers on the

topic. Prior to becoming an academic in 1992, he worked for many years

in industry, where he was involved in designing equipment, writing software

and consulting on information security and cryptography; he also worked for

a number of banks, most recently Standard Chartered Bank in 1989 where

he was responsible for designing the entire security architecture for all the

bank’s retail operations in Asia. He also consulted for many firms that sell

information security products to banks, including PIN entry devices and the

cryptographic processors that are used to secure ATM transactions.

Since his move to academia in 1992, the security of financial transaction

processing systems has remained a research interest. He is an author of many

of the most important and widely-cited publications on the security of ATMs,

smartcards and cryptographic processors, including

1. “Why Cryptosystems Fail” in Communications of the ACM vol 37 no

11 (November 1994) pp 32–40
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2. “Liability and Computer Security – Nine Principles”, in Computer Se-

curity – ESORICS 94, Springer LNCS vol 875 pp 231–245

3. “Tamper Resistance – a Cautionary Note” (with MG Kuhn), in Pro-

ceedings of the Second Usenix Workshop on Electronic Commerce (Nov

96) pp 1–11

4. “Why Information Security is Hard – An Economic Perspective”, in

Proceedings of the Seventeenth Computer Security Applications Con-

ference IEEE Computer Society Press (2001), ISBN 0-7695-1405-7, pp

358–365

5. “Protocol Analysis, Composability and Computation” (with Mike Bond),

in Computer Systems: Theory, Technology and Applications, Springer

2003 pp 7–10

6. “Chip and Spin” (with Mike Bond and Steven Murdoch), in Computer

Security Journal v 22 no 2 (2006) pp 1–6

7. “Cryptographic Processors – A Survey” (with Mike Bond, Jolyon Clu-

low and Sergei Skorobogatov), Computer Laboratory Technical Report

no. 641 (July 2005), shortened version in Proc. IEEE v 94 no 2 (Feb

2006) pp 357–369

These papers, and his other papers on information security, may be down-

loaded from www.ross-anderson.com.
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Anderson has acted as an expert witness in a large number of cases in-

volving disputed electronic banking transactions, both in the UK and abroad,

including both civil and criminal matters. He has also been asked on many

occasions to assist parliamentary committees on matters of information se-

curity, with two recent examples being the Lords Science and Technology

Committee’s inquiry into Personal Internet Security (at which he testified)

and the Health Select Committee’s inquiry into the Electronic Patient Record

(at which he was a Special Adviser). He also chairs the Foundation for In-

formation Policy Research.

Nicholas Bohm is the General Counsel of the Foundation for Information

Policy Research. He was admitted a solicitor in December 1968. In 1972

he joined Norton Rose, where he became a partner in 1975. He practised

as a commercial and corporate lawyer, dealing with commercial, intellec-

tual property, corporate, insolvency, tax and other legal issues arising out of

trading structures, acquisitions and disposals of businesses, corporate reor-

ganisations, research and development contracts, computer system and other

technology contracts, joint ventures and other transactions and problems.

From 1987 to 1994 he was the firm’s technology partner, with respon-

sibility for the application of technology to the firm’s practice. From 1994

he has practised as an independent consultant, taking a special interest in

the technical, legal and social issues arising out of the development of the

Internet and its use in electronic commerce. He retired from practice in 2006.
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Bohm is an author, together with Ian Brown and Brian Gladman, of

“Electronic Commerce: Who Carries the Risk of Fraud?”, Journal of Infor-

mation Law and Technology, October 2000, at http://elj.warwick.ac.uk/

jilt/00-3/bohm.html.

The authors are grateful to Professor Douwe Korff, Maurice Frankel,

William Heath and Paul Whitehouse of the FIPR Advisory Council, and

to Alexander Korff of Clifford Chance, for comments on drafts of this sub-

mission.
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Appendix B

Case papers – Donald and Hazel Reddell











































Appendix C

FOS decision – Lydia Truong










	fos.pdf
	fos1.pdf
	reddell.pdf
	fos2.pdf
	2008_01_15_10_25_24.pdf

