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Alliance Position on the RIP Bill                   

Executive Summary

Introduction

The Regulation of Investigatory Powers Bill 2000 (the ‘RIP Bill’) was introduced in Parliament on 9th February, and would propose that covert surveillance and interception of communications by law enforcement and security agencies is more closely regulated. Because of developing technology, the Bill would also update current legislation on the use of these powers by the police, security services and other law enforcement agencies.

However, the Alliance for Electronic Business
 fears that high cost, undue restriction on legitimate business activities, security of information and compliance in handing over certain keys could be detrimental to businesses under these proposals. 

The Alliance would accept that interception plays a crucial role in helping enforcement agencies to combat criminal activity. The Interception of Communications Act 1985 (IOCA) laid down a strict regime for interception of the public telephone system in the UK. However, with the extra-ordinary development of technology in recent years, sophisticated criminals and terrorists have taken advantage of telecommunications to commit serious offences. There is an overall need therefore to revise the law, enabling enforcement agencies and intelligence services to continue the detection and prevention of all serious crime (including threats to national security) committed through the use of telecommunications. 

However, the protection of human rights is also fundamental. Disproportionate or unfettered use of interception would have serious consequences upon the rights of individuals. The RIP Bill should respect an individual’s rights and comply with the duties imposed on public authorities by the European Convention on Human Rights and the Human Rights Act 1998. 

The Alliance’s Concerns
The Alliance would raise the following concerns about the RIP Bill 

· Requirement of Service Providers to assume the cost of establishing and maintaining an interception capability.

The requirement to intercept communications could impose impractical and unacceptable burdens on businesses, particularly in relation to the Government’s mandatory requirements upon design and technology. Such requirements would limit the ability of Service Providers and manufacturers of hardware and software to design their systems and products using the most efficient and advanced technology. The Internet itself is unlike other telecommunications networks in the way data are sent from one destination to another, since it uses ‘packet switching’. Regulation of basic system capabilities would have a serious impact upon the availability of state-of-the-art communications facilities, as well as on the ability to influence the development of global internet-based services. The end result would be increased costs for consumers and businesses, and a delay in the implementation of new technology, and would lead to the international competitive disadvantage of British Industry. 

The Alliance believes the RIP Bill should not impose any mandatory design or technical requirements upon communications Service Providers.  A technical solution to provide an interception capability does not exist at this time, but when this solution is found, the RIP Bill should require all communications Service Providers to do no more than maintain a reasonable interception capability consistent with the system design and technology they employ. 

· Requirement of Service Providers to assume the cost (for example manpower, training and physical) of providing reasonable assistance to an interception agency.

The Government has estimated the total cost of compliance in the short-term should not exceed £20 million
, and this serious underestimation of cost could lead either to the off shore relocation of businesses, or to their closure. The proposed regime would empower the Government to provide a contribution towards the cost of compliance, but this proposal would not establish a binding obligation to do so. 

The Alliance would welcome a clear commitment that the Government would meet all costs arising directly and indirectly from obligations imposed on providers of telecommunications services to implement and maintain an interception capability in accordance with the proposed regulations. 

· Extension of the scope of protection against interception to cover both public and private networks.

After the Halford
 case heard in the European Court of Human Rights in 1997, there is a need for legislation to address the monitoring of private networks. However, the RIP Bill would fail to examine clearly the legitimate needs and concerns of businesses to monitor certain communications activities, for example audit or quality control/improvement programs. 

The Alliance would welcome clarity upon this issue  

· Requirement to disclose sensitive information to an Interception Agency.

The proposed regime would require the disclosure to an interception agency of business sensitive information. The Alliance would seek assurances that strict procedural controls are established to ensure that all information obtained under the proposed regime is kept secure and confidential.

The Alliance would welcome also a clear commitment that the interception agency would inform key holders once the need for access to information, or for secrecy, has ended.

· Requirement to disclosure decryption keys in the interests of national security, the prevention or detection of crime, or for the economic well being of the UK.

Upon interception of a communication, the RIP Bill would require the key holder to release the decryption key to the interception agency. It is not clear whether the communication would be released encrypted, or in preferred plain text. Failure to release the key would become a criminal offence. By placing the burden of proof of non-possession at the relevant time upon the key holder, the proposed regime would deviate from the traditional structure of English criminal law. In practice, key holders may not retain for long periods of time those keys temporary in nature, or used for limited purposes. In these circumstances, the difficulty of proving a negative could compel key holders to escrow encryption keys to avoid the risk of imprisonment. This result would be inconsistent with the Electronic Communications Bill’s prohibition on the imposition of key escrow. 

The Alliance would welcome therefore a commitment that the burden of proof would be placed with the prosecution, and not with the key holder. 

Conclusion

The Alliance trusts that the Government will understand and accept the very real concerns being expressed about the advisability and practicality of the proposed interception regime, as outlined in the current draft of the RIP Bill. E-business should not be destroyed or driven offshore to the detriment of both national security and prosperity.

William Roebuck

Legal Advisory Group

e centreUK

12th April 2000
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� The Alliance for Electronic Business consists of 5 member organizations; the Computing Services and Software Association, Confederation of British Industry, Direct Marketing Association, e centreUK, and the Federation of the Electronics Industry. The Alliance provides a major voice on e-business matters on behalf of individual member bodies (including legal matters, led by e centreUK Legal Advisory Group). 


� See Home Office web site at � HYPERLINK "http://www.homeoffice.gov.uk/oicd/riapt1.htm" ��http://www.homeoffice.gov.uk/oicd/riapt1.htm�


� Halford v United Kingdom 1997: EHRLR 551
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