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Alliance Briefing Note

Regulation of Investigatory Powers Bill 2000

The Alliance for Electronic Business
 represents companies of all sizes and in every sector of business. It believes that a cornerstone of the UK’s success as a place to do e-business is trust and confidence. The government wants the UK to be the best place in the world to conduct electronic business, and we accept an overall need to revise the law, enabling enforcement agencies and intelligence services to continue the detection and prevention of serious crime committed through the use of telecommunications. However, with the introduction of the Regulation of Investigatory Powers Bill into Parliament in February 2000, the AEB remains concerned that a number of measures in the Bill will threaten the government’s e-business objective.

Charles Clarke stated at Committee Stage in the House of Commons that ‘buy-in from industry is vital to this Bill’ and these briefing notes are written in that context.

We raise the following concerns:-

Clause 4: Power to Provide for lawful interception

4 (2) – page 6, line 27

Clause 4 (2) allows the Secretary of State to authorise interception of internal communications within a business. We are concerned, as presently drafted, that the clause will not allow a business to carry out all the day-to day activities to intercept non-business calls/communications. 

We ask the Government to publish the draft Regulations and that the Secretary of State should have power to authorise any legitimate practice, not limited to business practices. We welcome a firm commitment from the Minister with an indication of the anticipated time-scale for the implementation of the regulations.

Clause 5: Interception with a Warrant, and 
Clause 21: Obtaining and Disclosing Communications Data 
5 (2) – page 8, line 1

Clause 5 (2) provides that the Secretary of State may take action if he “believes” it is necessary. We recommend that the requirement should be that the Secretary of State “reasonably believes .......”.  

5 (3) (c) – page 8, line 11

21 (2) (c) – page 23, line 40
Clauses 5 (3) (c) and 21 (2) (c) provides the Secretary of State to have access to information “for the purpose of safeguarding the economic well-being of the United Kingdom”. 

Both clauses also would give the government an unprecedented right of access to information on legitimate business activities. We believe this proposal could damage the UK’s ambitions to becoming the global leader in e-business.  

The generic use of ‘economic well-being’ in this context is potentially a highly onerous burden upon business, allowing the Secretary of State to force an intercept requirement on a business on spurious grounds.

It is essental that there is clear guidance, for example in the Code of Practice. We believe the only circumstances in which such a power should be exercised would be to carry out regulatory activities already authorised under existing legislation, for example, Financial Services legislation. It is absolutely vital that the guidelines have clear criteria to ensure business understands what is a legitimate requirement.

Clause 12: Maintenance of Interception Capability

Clause 12 (2) (page 14, line 6)

In Clause 12 (2) we would welcome a statement from the Minister that any order under this section should only impose obligations based on the best available options at reasonable cost. The AEB looks forward to the consultation process with the Home Office concerning the Smith Report, which is due to start on 22nd June 2000.

Clause 13: Grants for Interception Costs

Clause 13 (page 15, line 5)

We believe that the Government should pay for the costs of acquisition and operation of the interception equipment. This amendment is essential to ensure e-business is not prejudiced and made to operate outside the United Kingdom. We would welcome a statement from the Minister to define what “the arrangements” are (page 15, line 23) and when they will be put in place.

Use of Information obtained under the Bill

Information gathered under the proposed legislation (not just keys) will only be used for the purposes for which it was legitimately obtained. This applies for example in clause 5 (page 6) and clause 14 (page 16).

In addition, surveillance authorities/the government might be privy to a large and varied amount of information obtained under, or in relation to this Bill. Such information may include financial and technical information, and information, where disclosure could prejudice a business’ competitive position and expose it to liability. It is therefore essential that the Government provide assurances that it will keep such information confidential, except where disclosure is essential in the carrying out of its powers. This would apply for example in relation to clause 22 (page 25 line 19) and clause 46 (page 50, line 46).

Potential liability resulting from Co-operation under the Bill

Compliance with the proposed legislation could trigger potential liability of both the individuals and companies concerned, both under other legislation, such as the Computer Misuse Act 1990, Copyright Act 1988, under common law, and under client/supplier contracts. This particularly applies to the financial services sector. The Bill should both provide for immunity from prosecution or liability where this is possible and indemnify businesses for any costs or losses they suffer from co-operation. Indemnity is vital because not all contracts will be under English law and multi-national companies may bring actions overseas. We believe some costs could be covered by arrangements under clause 48. We would appreciate sight of such arrangements as soon as possible.

Clauses 46 and 47: Disclosure of Keys

We welcome the government’s introduction of clause 47 (4), but we believe that disclosure of keys should be a last resort, with plain text data disclosed as a first option. Appropriate statements should be made in the guidance notes and the codes of practice.   

Clauses 49 and 50: Offences Relating to Keys / Disclosure of Information

We believe that clause 49 puts extensive powers to bring prosecutions against individuals/businesses who may have been acting perfectly reasonably, for example the key may have been automatically destroyed or the software system may automatically notify the key holder of the disclosure to the authorities.  
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� The Alliance for Electronic Business consists of five organizations: the Confederation of British Industry (CBI), the Computing and Software Services Association (CSSA), the Direct Marketing Association (DMA), e centreUK , the Federation of the Electronics Industry (FEI)
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