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PART III – INVESTIGATION OF ELECTRONIC DATA PROTECTED BY ENCRYPTION ETC.

Power to require disclosure

This document is an annotated version of Part III of the Regulation of Investigatory Powers Bill in which
italic (blue) text insertions have been added where I consider there to be serious difficulties with the
proposals that must be tackled if the rights of honest Internet users are to be respected.

Section 47 – Notices requir ing disclosure

47(1) This section applies where any protected information-

(a) has come into the possession of any person by means of the exercise of a statutory power to
seize, detain, inspect, search or otherwise to interfere with documents or other property, or is
likely to do so;

(b) has come into the possession of any person by means of the exercise of any statutory power to
intercept communications, or is likely to do so;

(c) has come into the possession of any person by means of the exercise of any power conferred
by an authorisation under section 21(3) or under Part II, or as a result of the giving of a notice
under section 21(4), or is likely to do so;

(d) has come into the possession of any person as a result of having been provided or disclosed in
pursuance of any statutory duty (whether or not one arising as a result of a request for
information), or is likely to do so; or

(e) has, by any other lawful means not involving the exercise of statutory powers, come into the
possession of any of the intelligence services, the police or the customs and excise, or is likely
so to come into the possession of any of those services, the police or the customs and excise.

47(2) If any person with the appropriate permission under Schedule 2 believes, on reasonable grounds-

(a) that a key to the protected information is in the possession of any person,

(b) that the imposition of a disclosure requirement in respect of the protected information is-

(i) necessary on grounds falling within subsection (3), or

(ii) likely to be of value for purposes connected with the exercise or performance by any
public authority of any statutory power or statutory duty,

(c) that the imposition of such a requirement is proportionate to what is sought to be achieved by
its imposition, and

(d) that it is not reasonably practicable for the person with the appropriate permission to obtain
possession of the protected information in an intelligible form without the giving of a notice
under this section,

the person with that permission may, by notice to the person whom he believes to have possession
of the key, impose a disclosure requirement in respect of the protected information.

47(3) A disclosure requirement in respect of any protected information is necessary on grounds falling
within this subsection if it is necessary-

(a) in the interests of national security;

(b) for the purpose of preventing or detecting crime; or

(c) in the interests of the economic well-being of the United Kingdom.

47(3)(c) can be interpreted in many different ways and needs to be more clearly delineated to
avoid the possibility that it is intended to allow Government assisted industrial and commercial
espionage. This clause is especially dangerous if the clauses giving access to keys remain intact
since it can be interpreted to allow key seizure in support of such espionage.

47(4) A notice under this section imposing a disclosure requirement in respect of any protected
information-
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(a) must be given in writing or (if not in writing) must be given in a manner that produces a
record of its having been given;

(b) must describe the protected information to which the notice relates;

(c) must specify the matters falling within subsection (2)(b)(i) or (ii) by reference to which the
notice is given;

(d) must specify the office, rank or position held by the person giving it;

(e) must specify the office, rank or position of the person who for the purposes of Schedule 2
granted permission for the giving of the notice or (if the person giving the notice was entitled
to give it without another person's permission) must set out the circumstances in which that
entitlement arose;

(f) must specify the time by which the notice is to be complied with;

(g) must set out the disclosure that is required by the notice and the form and manner in which it
is to be made; and

(h) subject to paragraph (a) and subsections (5) and (6), may take such form and be given in such
manner as the person giving it thinks fit.

47(5) Where it appears to a person with the appropriate permission-

(a) that more than one person is in possession of the key to any protected information,

(b) that any of those persons is in possession of that key in his capacity as the officer or
employee of any body corporate, and

(c) another of those persons is the body corporate itself or another officer or employee of the body
corporate,

a notice under this section shall not be given, by reference to his possession of the key, to any
officer or employee of the body corporate unless he is a senior officer of the body corporate or it
appears to the person giving the notice that there is no senior officer of the body corporate and (in
the case of an employee) no more senior employee of the body corporate to whom it is reasonably
practicable to give the notice.

47(6) Where it appears to a person with the appropriate permission-

(a) that more than one person is in possession of the key to any protected information,

(b) that any of those persons is in possession of that key in his capacity as an employee of a firm,
and

(c) another of those persons is the firm itself or a partner of the firm,

a notice under this section shall not be given, by reference to his possession of the key, to any
employee of the firm unless it appears to the person giving the notice that there is neither a partner
of the firm nor a more senior employee of the firm to whom it is reasonably practicable to give the
notice.

47(7) Subsections (5) and (6) shall not apply to the extent that there are special circumstances of the case
that mean that the purposes for which the notice is given would be defeated, in whole or in part, if
the notice were given to the person to whom it would otherwise be required to be given by those
subsections.

47(8) A notice under this section shall not require the making of any disclosure to any person other than-

(a) the person giving the notice; or

(b) such other person as may be specified in or otherwise identified by, or in accordance with, the
provisions of the notice.

47(9) A notice under this section shall not require the disclosure of any key which-

(a) is intended to be used for the purpose only of generating electronic signatures; and
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(b) has not in fact been used for any other purpose.

This clause, which is intended to protect the integrity of signature keys, will very often fail to do
this if later clauses giving access to keys remain in place.

In many real products the same password (or key) is used for both signature and confidentiality
purposes and this means that access to keys for protected information will also give access to
signature keys. In practice, therefore, this clause is ineffective in protecting signature keys.

47(10) In this section “senior officer” , in relation to a body corporate, means a director, manager,
secretary or other similar officer of the body corporate; and for this purpose “director” , in relation
to a body corporate whose affairs are managed by its members, means a member of the body
corporate.

47(11) Schedule 2 (definition of the appropriate permission) shall have effect.

Section 48 – Effect of notice imposing disclosure requirement

48(1) Subject to the following provisions of this section, the effect of a section 47 notice imposing a
disclosure requirement in respect of any protected information on a person who is in possession at
a relevant time of both the protected information and a means of obtaining access to the
information and of putting it into an intelligible form is that he-

(a) shall be entitled to use any key in his possession to obtain access to the information or to put
it into an intelligible form; and

(b) shall be required, in accordance with the notice imposing the requirement, to make a
disclosure of the information in an intelligible form.

48(2) A person subject to a requirement under subsection (1)(b) to make a disclosure of any information
in an intelligible form shall be taken to have complied with that requirement if-

(a) he makes, instead, a disclosure of any key to the protected information that is in his
possession; and

(b) that disclosure is made, in accordance with the notice imposing the requirement, to the person
to whom, and by the time by which, he was required to provide the information in that form.

48(3) Where, in a case in which a disclosure requirement in respect of any protected information is
imposed on any person by a section 47 notice-

(a) that person is not in possession of the information,

(b) that person is incapable, without the use of a key that is not in his possession. of obtaining
access to the information and of putting it into an intelligible form, or

(c) the notice states, in pursuance of a direction under section 49, that it can be complied with
only by the disclosure of a key to the information,

the effect of imposing that disclosure requirement on that person is that he shall be required, in
accordance with the notice imposing the requirement, to make a disclosure of any key to the
protected information that is in his possession at a relevant time.

Section 48(3) is very damaging and should be completely removed. If this clause stays, trust and
confidence in the use of public key cryptography for both confidentiality and signature purposes
will be seriously undermined. And this is certain to have an impact on UK e-commerce
aspirations.

48(3)(a) will mean that a key could be demanded simply because the key owner has deleted just
one message encrypted with it in the distant past. Since it is good practice to delete protected
information when it is no longer needed, this provision will mean that virtually all keys are still
subject to seizure. This is directly counter to the Government’s assertion that it only wants keys in
‘special’ circumstances.
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48(3)(c) creates a direct risk to keys and hence to all of the information that they are being used to
protect. As indicated earlier, it also undermines the integrity of almost all signature keys. This
remains the most damaging clause in the Bill despite later attempts at safeguards (s49).

48(4) Subsections (5) to (7) apply where a person (“ the person given notice” )-

(a) is entitled or obliged to disclose a key to protected information for the purpose of complying
with any disclosure requirement imposed by a section 47 notice; and

(b) he is in possession of more than one key to that information.

48(5) It shall not be necessary, for the purpose of complying with the requirement, for the person given
notice to make a disclosure of any keys in addition to those the disclosure of which is, alone,
sufficient to enable the person to whom they are disclosed to obtain access to the information and
to put it into an intelligible form.

48(6) Where-

(a) subsection (5) allows the person given notice to comply with a requirement without disclosing
all of the keys in his possession, and

(b) there are different keys, or combinations of keys, in the possession of that person the
disclosure of which would, under that subsection, constitute compliance,

the person given notice may select which of the keys, or combination of keys, to disclose for the
purpose of complying with that requirement in accordance with that subsection.

48(7) Subject to subsections (5) and (6), the person given notice shall not be taken to have complied with
the disclosure requirement by the disclosure of a key unless he has disclosed every key to the
protected information that is in his possession at a relevant time.

This is a very odd clause since it seems to undo all the good work of 48(5) and 48(6) in allowing a
person to only disclose those keys that are necessary and which are least harmful from their point
of view. Charles Lindsey assumes that it is an attempt to deal with split keys that are held by
different people. This seems likely but the current wording cannot stand since this is in direct
conflict with 48(5) and 48(6).

Keys are split in this way because they are of extreme value and this means that disclosure, or
even the prospect of disclosure, is unthinkable. Just the thought that the Government is actually
contemplating the need to collect and reassemble such keys is enough to ensure that those who
provide high grade internet and e-commerce security services will never locate their critical
security facilities in the UK.

It is also worth noting that split keys will almost invariably be held in hardware, in a form in
which the process of reassembly of the complete key requires highly specialised equipment. It is
unrealistic in cost terms to believe that the Government will purchase copies of the many different
equipments needed to reassemble such keys on the off chance that those might be useful.

It is inconceivable that split keys could (or would) be needed to verify the correspondence between
protected information in encrypted and intelligible form.

Moreover, unless the Government already holds the special equipment needed to reassemble split
keys for the many different schemes in use, the time needed to prepare for the reassembly of a split
key will be months.

The complete security of such keys will be crucial for the key owning company and they will have
no option but to revoke them as soon as they are seized. So by the time the Government is ready to
reassemble such a key, it will no longer be in use. It is hence completely nonsensical to suggest
that split keys are needed for near real-time access.

Last but not least, the cost of holding all the different equipments needed for reassembling split
keys will be enormous – the cost of reassembling even a single split key will be very high.

48(8) Where, in a case in which a disclosure requirement in respect of any protected information is
imposed on any person by a section 47 notice-
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(a) that person has been in possession of the key to that information but is no longer in possession
of it,

(b) if he had continued to have the key in his possession, he would have been required by virtue
of the giving of the notice to disclose it, and

(c) he is in possession, at a relevant time, of information to which subsection (9) applies,

the effect of imposing that disclosure requirement on that person is that he shall be required, in
accordance with the notice imposing the requirement, to disclose all such information to which
subsection (9) applies as is in his possession and as he may be required, in accordance with that
notice, to disclose by the person to whom he would have been required to disclose the key.

48(9) This subsection applies to any information that would facilitate the obtaining or discovery of the
key or the putting of the protected information into an intelligible form.

48(10) In this section “ relevant time” , in relation to a disclosure requirement imposed by a section 47
notice, means the time of the giving of the notice or any subsequent time before the time by which
the requirement falls to be complied with.

Section 49 – Cases in which key required

49(1) A section 47 notice imposing a disclosure requirement in respect of any protected information
shall not contain a statement for the purposes of section 48(3)(c) unless-

(a) the person who for the purposes of Schedule 2 granted the permission for the giving of the
notice in relation to that information, or

(b) any person whose permission for the giving of a such a notice in relation to that information
would constitute the appropriate permission under that Schedule,

has given a direction that the requirement can be complied with only by the disclosure of the key
itself.

49(2) A person shall not give a direction for the purposes of subsection (1) unless he believes-

(a) that there are special circumstances of the case which mean that the purposes for which it was
believed necessary to impose the requirement in question would be defeated, in whole or in
part, if the direction were not given; and

(b) that the giving of the direction is proportionate to what is sought to be achieved by prohibiting
any compliance with the requirement in question otherwise than by the disclosure of the key
itself.

This section provides no effective constraints on requirements for key disclosure since the scope of
the phrase ‘special circumstances’ is unknown. Even if this were set out in the Code of Practice,
this is not a legal document and any statement of scope that it might contain is not constrained in
any serious way by this section of the legislation.

The Government has only stated two examples in support of the need for access to keys:

(a) to prove the correspondence between protected information in encrypted and intelligible form;

(b) highly urgent access to protected information in life or death situations.

The first requirement is better met by stating it directly, that is, allowing the authorities to impose
a requirement that a person who is required to provide protected information in intelligible form
should also have to show that the latter is genuine.

The second requirement is unrealistic unless the authorities are truly ready to deal with a situation
in which an encrypted intercept reveals a life or death situation at a location where they are in a
position to take action. It is very clear that the law enforcement authorities in the UK are NOT in
a position to do this now; moreover, if such a scenario is valid, the costs of ensuring that such
situations can be handled will be very high indeed. In practice, based on my experience in the
Ministry of Defence and in NATO, I very much doubt the validity of this requirement since the sort
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of threats that might be involved will almost certainly be more effectively countered in other ways.
I hence consider this a spurious requirement that in no way justifies access to keys.

I remain unconvinced that Government Access to Keys will be of any significant value for Law
Enforcement. But it will damage the safety, security and privacy of honest Internet users and
undermine confidence and trust in the provision of security in cyberspace.

Moreover, any money spent on this would be far more effective in countering the criminal misuse
of the Internet if spent in other ways (such as providing expert support for Law Enforcement
authorities).

Section 50 – Arrangements for Payments for disclosure

50(1) It shall be the duty of the Secretary of State to ensure that such arrangements are in force as he
thinks appropriate for requiring or authorising, in such cases as he thinks fit, the making to persons
to whom section 47 notices are given of appropriate contributions towards the costs incurred by
them in complying with such notices.

50(2) For the purpose of complying with his duty under this section, the Secretary of State may make
arrangements for payments to be made out of money provided by Parliament.

Offences

Section 51 – Failure to comply with a notice

51(1) A person to whom a section 47 notice has been given is guilty of an offence if he fails, in
accordance with the notice, to make the disclosure required by virtue of the giving of the notice.

51(2) In proceedings against any person for an offence under this section, if it is shown that that person
was in possession of a key to any protected information at any time before the time of the giving of
the section 47 notice, that person shall be taken for the purposes of those proceedings to have
continued to be in possession of that key at all subsequent times, unless it is shown that the key
was not in his possession after the giving of the notice and before the time by which he was
required to disclose it.

51(3) For the purposes of this section a person shall be taken to have shown that he was not in
possession of a key to protected information at a particular time if-

(a) sufficient evidence of that fact is adduced to raise an issue with respect to it; and

(b) the contrary is not proved beyond a reasonable doubt.

51(4) In proceedings against any person for an offence under this section it shall be a defence for that
person to show-

(a) that it was not reasonably practicable for him to make the disclosure required by virtue of the
giving of the section 47 notice before the time by which he was required, in accordance with
that notice, to make it; but

(b) that he did make that disclosure as soon after that time as it was reasonably practicable for
him to do so.

51(5) A person guilty of an offence under this section shall be liable-

(a) on conviction on indictment, to imprisonment for a term not exceeding two years or to a fine,
or to both;

(b) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum, or to both.

Section 52 – Tipping-off

52(1) This section applies where a section 47 notice contains a provision requiring-

(a) the person to whom the notice is given, and

(b) every other person who becomes aware of it or of its contents,
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to keep secret the giving of the notice, its contents and the things done in pursuance of it.

52(2) A requirement to keep anything secret shall not be included in a section 47 notice except where-

(a) it is included with the consent of the person who for the purposes of Schedule 2 granted the
permission for the giving of the notice; or

(b) the person who gives the notice is himself a person whose permission for the giving of such a
notice in relation to the information in question would have constituted appropriate
permission under that Schedule.

52(3) A section 47 notice shall not contain a requirement to keep anything secret except where the
protected information to which it relates-

(a) has come into the possession of the police, the customs and excise or any of the intelligence
services, or

(b) is likely to come into the possession of the police, the customs and excise or any of the
intelligence services,

by means which it is reasonable, in order to maintain the effectiveness of any investigation or
operation or of investigatory techniques generally, or in the interests of the safety or well-being of
any person, to keep secret from a particular person.

52(4) A person who makes a disclosure to any other person of anything that he is required by a section
47 notice to keep secret shall be guilty of an offence and liable-

(a) on conviction on indictment, to imprisonment for a term not exceeding five years or to a fine,
or to both;

(b) on summary conviction, to imprisonment for a term not exceeding six months or to a fine not
exceeding the statutory maximum, or to both.

52(5) n proceedings against any person for an offence under this section in respect of any disclosure, it
shall be a defence for that person to show that-

(a) the disclosure was effected entirely by the operation of software designed to indicate when a
key to protected information has ceased to be secure; and

(b) that person could not reasonably have been expected to take steps, after being given the notice
or (as the case may be) becoming aware of it or of its contents, to prevent the disclosure.

52(6) In proceedings against any person for an offence under this section in respect of any disclosure, it
shall be a defence for that person to show that-

(a) the disclosure was made by or to a professional legal adviser in connection with the giving, by
the adviser to any client of his. Of advice about the effect of provisions of this Part; and

(b) the person to whom or, as the case may be, by whom it was made was the client or a
representative of the client.

52(7) In proceedings against any person for an offence under this section in respect of any disclosure, it
shall be a defence for that person to show that the disclosure was made by a legal adviser-

(a) in contemplation of, or in connection with, any legal proceedings; and

(b) for the purposes of those proceedings.

52(8) Neither subsection (6) nor subsection (7) applies in the case of a disclosure made with a view to
furthering any criminal purpose.

52(9) In proceedings against any person for an offence under this section in respect of any disclosure, it
shall be a defence for that person to show that the disclosure was confined to a disclosure made to
a relevant Commissioner or authorised-

(a) by such a Commissioner;

(b) by the terms of the notice;
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(c) by or on behalf of the person who gave the notice; or

(d) by or on behalf of a person who-

(i) is, in lawful possession of the protected information to which the notice relates; and

(ii) came into possession of that information as mentioned in section 47(1).

52(10) In proceedings for an offence under this section against a person other than the person to whom the
notice was given, it shall be a defence for the person against whom the proceedings are brought to
show that he neither knew nor had reasonable grounds for suspecting that the notice contained a
requirement to keep secret what was disclosed.

52(11) In this section “ relevant Commissioner” means the Interception of Communications
Commissioner, the Intelligence Services Commissioner or any Surveillance Commissioner or
Assistant Surveillance Commissioner.

The tipping-off offence in respect of key seizure is effectively useless for its presumed purpose of
preventing those whose keys are seized from tipping-off their colleagues about the Government
interest. It has been accepted by the Government that a person whose keys are seized is free to
issue a new key immediately although they cannot say that they have done this because of key
seizure. But if, on all other occasions that they issue a new key, they say ‘here is my new key – my
old key is now insecure but not as a result of key seizure’ , their criminal colleagues can
immediately see that the absence of any explanation identifies a law enforcement presence.

The tipping-off offence is hence useless for its presumed purpose since it is trivial to circumvent.

Safeguards

Section 53 – General duties of specified author ities

53(1) This section applies to-

(a) the Secretary of State and every other Minister of the Crown in charge of a government
department;

(b) every chief officer of police;

(c) the Commissioners of Customs and Excise; and

(d) every person whose officers or employees include persons with duties that involve the giving
of section 47 notices.

53(2) It shall be the duty of each of the persons to whom this section applies to ensure that such
arrangements are in force, in relation to persons under his control who by virtue of this Part obtain
possession of keys to protected information, as he considers necessary for securing-

(a) that a key disclosed in pursuance of a section 47 notice is used for obtaining access to, or
putting into an intelligible form, only protected information in relation to which power to give
such a notice was exercised or could have been exercised if the key had not already been
disclosed;

(b) that the uses to which a key so disclosed is put are reasonable having regard both to the uses
to which the person using the key is entitled to put any protected information to which it
relates and to the other circumstances of the case;

(c) that, having regard to those matters, the use and any retention of the key are proportionate to
what is sought to be achieved by its use or retention;

(d) that the requirements of subsection (3) are satisfied in relation to any key disclosed in
pursuance of a section 47 notice;

(e) that all records of a key so disclosed (if not destroyed earlier) are destroyed as soon as the key
is no longer needed for the purpose of enabling protected information to be put into an
intelligible form.
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53(3) The requirements of this subsection are satisfied in relation to any key disclosed in pursuance of a
section 47 notice if-

(a) the number of persons to whom the key is disclosed or otherwise made available, and

(c) the number of copies made of the key,

are each limited to the minimum that is necessary for the purpose of enabling protected
information to be put into an intelligible form.

The Government claims that this section is a sufficient commitment to the protection of seized
information or keys. This is just plain wrong since nothing in the above clauses imposes any
requirement for active measures to protect keys. All the clauses in 53(2) and 53(3) do is to limit
what authorities can do with a key – in no way do they impose any responsibility on these
authorities to take active measures to protect information and keys the revelation of which could
have very serious consequences for their owners.

Clause 53(3) simply says that the authorities must not TAKE ACTION to copy a key or make it
available beyond that necessary to meet the needs of seizure but it imposes no requirement on
them to TAKE ACTION to protect keys while in their possession. This is a very serious omission
that cannot simply be cured by a Code of Practice – there must be a legal duty on the authorities
to protect all information and keys obtained under these powers to the highest available
standards.

I consider this to be a sticking point since a failure to fully protect the keys of honest citizens
would be a gross injustice (the Bill allows for the seizure of keys owned by people who are not
under suspicion).

In fact the position is even more serious since the Home Office has admitted that it intends to relax
the Government standards for the protection of even classified information because of the cost of
fully applying such standards. Given this admission, and the complete lack of response to my
concerns over more than four months, it is hard to treat the Government commitment to key
protection as anything more than empty words.

If the Government refuses to remove GAK powers, we need at least the following:

1. A full answer fromthe Government to the following question:

Will the Government protect all classified information involved in implementing RIP
powers by fully applying all the relevant and approved Government standards for the
protection of such information?

2. Clauses in the Bill (not the Code of Practice) that impose a clear duty on authorities to protect
all information and all keys obtained under its provisions to the highest possible standards
(equivalent to those that the Government applies for its own information and its own keys).

3. Publication of the full details of the way seized keys will be protected in sufficient detail to
allow honest key owners to determine to their own satisfaction that their keys will remain safe
while in the hands of the authorities.

No one who is serious about their security would never willingly hand over a key to another
person unless they were completely satisfied that it would remain safe. In consequence, it is
normal practice before a key is given to another party for the key owner to require full details of
the way in which the prospective new key holder will protect the key. Such details, which allow
the key owner to determine that the key will remain safe, are an essential part of any key owner’s
right to exert ultimate control over the protection offered to their keys (and hence the information
that these keys protect).

In the case of seized keys, it is essential that the Government publishes full details of the way
seized keys will be protected so that honest key holders can exercise their right to ensure that their
keys remain safe while in Government hands. A continuing refusal to publish such information is
a serious infringement of the rights of honest key owners.
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The lack of response to serious concerns about the security of seized keys is reprehensible and
must be resolved if powers for access to keys remain a part of this legislation.

53(4) In this section “chief officer of police” means any of the following-

(a) the chief constable of a police force maintained under or by virtue of section 2 of the Police
Act 1996 or section 1 of the Police (Scotland) Act 1967;

(b) the Commissioner of Police of the Metropolis;

(c) the Commissioner of Police for the City of London;

(d) the Chief Constable of the Royal Ulster Constabulary;

(e) the Chief Constable of the Ministry of Defence Police;

(f) the Provost Marshal of the Royal Navy Regulating Branch;

(g) the Provost Marshal of the Royal Military Police;

(h) the Provost Marshal of the Royal Air Force Police;

(i) the Chief Constable of the British Transport Police;

(j) the Director General of the National Criminal Intelligence Service;

(k) the Director General of the National Crime Squad.

Interpretation of Part III

Section 54 – Interpretation of Par t I I I

54(1) In this Part-

“ the customs and excise” means the Commissioners of Customs and Excise or any customs officer;

“electronic signature” means anything in electronic form which-

(a) is incorporated into, or otherwise logically associated with, any electronic communication or
other electronic data;

(b) is generated by the signatory or other source of the communication or data; and

(c) is used for the purpose of facilitating, by means of a link between the signatory or other
source and the communication or data, the establishment of the authenticity of the
communication or data, the establishment of its integrity, or both;

“key” , in relation to any electronic data, means any key, code, password, algorithm or other data
the use of which (with or without other keys)-

(a) allows access to the electronic data, or

(b) facilitates the putting of the data into an intelligible form;

“ the police” means-

(a) any constable;

(b) the Commissioner of Police of the Metropolis or any Assistant Commissioner of Police of the
Metropolis; or

(c) the Commissioner of Police for the City of London;

“protected information” means any electronic data which, without the key to the data-

(a) cannot, or cannot readily, be accessed, or

(b) cannot, or cannot readily, be put into an intelligible form;

“section 47 notice” means a notice under section 47;

“warrant” includes any authorisation, notice or other instrument (however described) conferring a
power of the same description as may, in other cases, be conferred by a warrant.
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54(2) References in this Part to a person's having information (including a key to protected information)
in his possession include references-

(a) to its being in the possession of a person who is under his control so far as that information is
concerned;

(b) to his having an immediate right of access to it, or an immediate right to have it transmitted or
otherwise supplied to him; and

(c) to its being, or being contained in, anything which he or a person under his control is entitled,
in exercise of any statutory power and without otherwise taking possession of it, to detain,
inspect or search.

54(3) References in this Part to something's being intelligible or being put into an intelligible form
include references to its being in the condition in which it was before an encryption or similar
process was applied to it or, as the case may be, to its being restored to that condition.

54(4) In this section-

(a) references to the authenticity of any communication or data are references to any one or more
of the following-

(i) whether the communication or data comes from a particular person or other source;

(ii) whether it is accurately timed and dated;

(iii) whether it is intended to have legal effect;

and

(b) references to the integrity of any communication or data are references to whether there has
been any tampering with or other modification of the communication or data.


